


Information
Systems
Risk Management

Organizations depending upon information systems to carry out their missions and
business functions are challenged by serious threats that can exploit both known and
unknown vulnerabilities in systems. Threats include targeted attacks, operational disrup-
tions due to natural disasters, human and system errors, and structural failures.

This course focuses on the current Information Systems Risk Management processes
and relevant best practices. In order for security staff to be effective, it is important that
they have a firm understanding of risk management strategies. Such awareness would
enable them to properly analyze business threats and the risks they pose, within well-
known frameworks, while also being able to take countermeasures against those threats
and commensurate with the level of risk they carry.

Course Aims

After the successful completion of this course, learners should be able to:

Have an understanding of the main concepts of risk management within the
context of information security.

Have an understanding of quantitative and qualitative risk assessment approaches
Justify the need for information risk management in the context of risk to the
business.

Develop an information risk management strategy

Apply appropriate risk management, risk assessment and risk treatment measures
Apply appropriate controls to manage risk commensurate with the level of risk
exposure.

Understand the Risk Management Life Cycle.

Eligible Participants

This course is targeted at all those involved in the areas of information security and assur-
ance, including IT professionals, auditors, managers and system and network administrators

Course Duration

The total duration of this course is forty (40) hours. Upon completion of the course,
successful participants will be awarded a certification approved by the HRDA.
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Concepts of Risk Management

IT Risk management is the process of identifying vulnerabilities and threats to the information
resources used by an organization in achieving business objectives, and deciding what
countermeasures, if any, to take in reducing risk to an acceptable level, based on the value
of the information resource to the organization. The aim is to provide an overview of the risk
and security management iterative processes.

Asset Identification

The assets of an organization can be tangible (computers, facilities, supplies) or intangible
(reputation, data, intellectual property). Understanding the value of an asset is the first step
to understanding what security measures should be put in place and what funds should go
towards protecting it. The aim is to identify qualitative and quantitative measurements applied
to assets of an organization. It is also presented how assets are identified, categorized,
valued and used in the context of a risk management process.

Developing an Information Risk Management Strategy

The process of developing an Information Risk Management strategy includes identifying and
assessing risk, reducing it to an acceptable level and implementing the right mechanisms to
maintain that level. The aim is to introduce the process and the necessary requirements for
developing a risk management strategy. The steps, procedures, factors and elements
involved in such a process are defined and analyzed.

Information Risk Management

Although security is big business today, the focus is more on applications, devices, protocols,
viruses and hacking. Although these items all must be considered and weighed in risk
management process, they should be considered small pieces of the overall security puzzle.
The aim is to present relevant risk management terms and processes, such as risk analysis,
cost/benefit analysis, risk factors and risk ownership. Risk treatment options and risk
handling techniques are also presented and analyzed.

Layers of Responsibility

Each organization is different in its size, security posture requirements, and security budget.
One organization may have one individual responsible for IRM or a team that works in a
coordinated manner. The overall goal of the team is to ensure the company is protected in the
most cost-effective manner. The aim is to introduce the different layers of responsibility in the
risk management process as well as to present the different people and roles involved in such
a process. Common controls and practices are also presented.

Threat and Vulnerability Modeling and Analysis

A vulnerability is a software, hardware, procedural or human weakness that may provide an
attacker an open door to the organization. A threat is any potential danger to information or
systems. A risk is the likelihood of a threat agent taking advantage of a vulnerability. An
exposure is an instance of being exposed to losses from a threat agent. Applying the right
countermeasures, can eliminate the vulnerability and exposure and thus reduce the risk.

Risk Management Life Cycle

It is important to understand that a security program has a life cycle that is always continuing,
because it should be constantly evaluated and improved upon. Without setting up a life cycle
approach to a security program and the security management that maintains that program,
an organization is doomed to treat security as merely another project. The aim is to introduce
the various stages of the risk management procedure, from vulnerability and threat identifica-
tion, to risk treatment options and revisit policies. The iterative nature of the risk management
procedure is presented and analysed.

Information Classification

Value should be assigned to different types of data, to enable an organization to gauge the
amount of funds and resources that should go towards protecting each type of data; not all
data has the same value. After identifying all important information, it should be properly
classified; to organize it according to its sensitivity to loss, disclosure or unavailability. The
aim is to stretch the importance of recognizing what information is critical to an organisation
and assigning value to it.

Risk Management Frameworks

Risk management frameworks are a description of an organizational specific set of functional
activities and associated definitions that specify the processes that will be used to manage
risks. A good risk management framework should enhance and improve risk management by
making it more transparent and understandable to stakeholders, by making its processes
more efficient and by allowing for sharing of best practice in the implementation of risk
identification, risk assessment and risk treatment.
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Relevant International Standards

The purpose of international risk management standards (such as ISO/IEC 27005) is to
provide guidelines for information security risk management. They are designed to assist the
satisfactory implementation of information security based on a risk management approach.
These standards specify a structured, systematic and rigorous process from analysing risks
to creating the risk treatment plan.




TayUpuBua eriyopnynUEVaA padnuata
Apxng Avarttuéng AvBpwruvou Auvapikou (ANAA) 2014

To LEDRA COLLEGE mpoodépel TaxUpubua emyopnynUéva TOAUETIXELPNOLAKA
TPOYPANUATA OE ATOMA TIOU ETIOUMOUV VA EUTAOUTIOOUV TIG YVWOOELG Kal TA
eTayYYEALATIKA TOUG TIPOCOVTA.

>NMUAVTIKEG TANPodopieg & KPITNELA YIa TA ETIXOPNYNMHEVA
mpoypaupata Mg ANAA

. Ta paénuata dikaloUvTal va Ta TapakoAouBrnoouv dtopa Tou epyalovTal
OTOV IBIWTIKO TOMEQ, OE NUIKPATIKOUG 0pYAVIOHOUG Kal o€ SNUOTIKEG APXEG.
E€alpoUvTal amod Tnv emyxopnynon ot KuBepvnTikoi uTIAAANAOL.

. la va dikatoUTal £€va ATOoWO va TIapakoAouBnoel KATolo arod Ta
eTIYOPNYNHEVA TIpoypappaTa TNG ANAA, Ba MPETEL va KATABAAAEL ElOPOPEG
o1o Tapeio Kowvwvikov Acdpalicewv

. MNa Kabe MPOYPAUUA UTIAPXOUV ETITMAEOV CUYKEKPLUEVA KPLTHPLA €L0O0XNG,
Ta oroia avaypddpovtal oTov 0dnyo Kabe MpoypAaUHaTOoq.

. To TMoC0OoTO TNG ETIXOPNYNONG dladEpel avaloya e To UEyeBog NG
erxeipnong/opyaviopoU: Av n emixeipnon ival gikpoU pey£Boug (KATw Twv
50 atOuWV), N TiYopNyNnoNn avépxetal oto 80%, av n emyeipnon ival pecaiou
MEYEBOUG (KATW TV 250 aTOHWV), N ETIXOPTYNON avépxeTal oTo 70% Kal av
elval geydlou pey€Boug (Gvw Twv 250 aTOUWY), N ETIXOPNYNON AVEPXETAL OTO
60%.

. Agev UTIAPXEL TIEPLOPLOUOG 6C0 APopd TOV CUVOAIKO aplOud Twv
£PYOBOTOUNEVWY TIOU Uropei va oTeilel kKaBe eTalpeia yia KABe TPOYPAUUA.

. Agv UTIAPXEL TIEPLOPLOUOG 6C0 APopd TOV CUVOAIKO aplOud Twv
TIPOYPANUATWY TIOU Priopel va TapakolouBnoel kKaBe evdlapepOUEVOG.

0 'OAa Ta pabnuata Eekivouv tnyv eBdoudda 10-16 deBpouapiou 2014
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